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SnIPS User Manual

SnIPS output is on cyber2 server. The user can access it by ssh forwarding. SnIPS output is ranked 
hypothesis about network's machines. The rank is by the belief of how the hypothesis is true. 

1) The first page of SnIPS output is the ranked hypothesis. The beliefs values colored by the 
criticality of it. They are from red > orange > yellow > blue. Figure1 illustrates example of the 
output. The Rules set is the snort supporting rules numbers for the hypothesis. The Time range 
is when the hypothesis is valid or may occurred. 

   
2) The user can click on any of these hypothesis to investigate the supporting hypothesis of it. Fig2 

illustrate an example of the output when the user clicks on one of the Fig1 hypothesis. The 
upper most line is the chosen hypothesis. The first list has skolem which is has the supporting 
snort rule with some information about the triggered alerts list.

Figure 1: ranked SnIPS output



3) Fig3 illustrates the details of the skolem. The oid number is the payload of each alert that can be 
shown. Also, the user can click on snort rule id to read the snort rule and its description.

Figure 3: Snort's rule triggered alerts list 

Figure 2:  Supporting and supported hypothesis by sendExploit(IP1,external) hypothesis


